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Brigadier John Tiltman has been variously described as the
greatest cryptanalyst of his time, the best cryptanalyst ever to work
for Government Communications Headquarters (GCHQ, Great
Britain’s counterpart to NSA), and a “legend in his own time.”
He led the attack on numerous code and cipher systems of over a
dozen countries. At the same time, he developed cipher systems for
his own country that were unbreakable during the time they were
used. He held the title of Chief Cryptographer for the Government
Code and Cypher School (GC&CS, which became GCHQ in 1946)
from 1942 on. He humbly described this position as “honorary,”
but it carried the dual responsibility of being tasked with the initial
diagnosis of and attack on all unbroken foreign cipher systems,
and the development of secure ciphers for British forces.

His career spanned two world wars, conflicts in Korea and
Vietnam, and most of the Cold War. Retiring from GCHQ in 1964,
he capitalized on relations he had built up over the previous two
decades and served as a consultant to NSA until 1980. At the
age of eighty-five, he finally stepped away from sixty-six years of
public service to two countries. Sixty of those years were devoted
to signals intelligence (SIGINT) and communications security
(COMSEC). To those who worked with him, he was known simply
as “The Brig.”

Early Years

John Hessell Tiltman was born in London on 25 March
1894. He attended Charterhouse School and early on showed the
intellectual prowess that would mark his career. At age thirteen, he
was offered a place at Oxford. He was unable to accept the position
because the recent death of his father had changed the family’s
circumstances to a degree that made attendance at university
a luxury they could not afford. Upon leaving school in 1911, he
became a teacher, another early indication of a lifelong tendency,
this one to educate those around him.



Whatever aspirations Tiltman had towards a “normal” life
of teaching and continued learning were interrupted abruptly,
as were the varied ambitions of his generation, by the outbreak
of World War 1 in 1914. Heeding the call of patriotism that
moved millions across the European continent, he enlisted in
September 1914. He received a temporary commission (which
became permanent in 1916) in the King’s Own Scottish Borderers.
He served with distinction, being wounded in 1917 and receiving
the Military Cross for valor.

In 1919, while still recovering from his wounds, he was attached
to the British Military Mission that was sent to Irkutsk in Siberia. At
that time Britain, along with several other of the recently victorious
allies (including France, the U.S., and Japan) sent contingents of
troops to parts of Russia following the Bolshevik Revolution in
October/November 1917. Their purpose was twofold: to keep
supplies the allies had sent to the tsarist government for the
common fight against Germany from falling into Bolshevik hands,
and to support the counterrevolutionary forces (White Russians)
formed to overthrow the newly established Communist (Red)
regime. Tiltman believed that he was selected because he had
picked up a smattering of Russian during his teaching days.

His Siberian tour was cut short because he had not yet fully
recovered from his war wounds. He estimated that he was able to
spend only about six weeks actually working out of the two and
a half months he spent in Russia. The fact that he undertook to
inspect a course set up to train officers for the White armies, a task
that involved an eight-mile roundtrip walk in the dead of Siberian
winter (with temperatures around sixty-one degrees below zero
Fahrenheit, and a stiff wind to boot) did nothing to improve his
health. In fact, it led to his being hospitalized in Vladivostok. From
there he was evacuated back to Britain.

Nonetheless, this brief tour allowed him to reinforce his
language skills sufficiently to be selected to attend a Russian
course for Army officers at King’s College in London starting in
March 1920. Tiltman never considered himself to be a linguist, as
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he found languages hard to acquire, but he was far enough ahead
of his fellow students that he spent most of the course teaching
himself and not actually attending class. At the conclusion of the
course, he tested successfully as a second-class interpreter. This
success would, under normal circumstances, have entitled him
to a three-year tour in Russia to hone his newly acquired skills.
Great Britain and the nascent Soviet Union did not, however, have
diplomatic relations, so such a tour was out of the question.

Instead, he was seconded to the War Office and sent to work at
GC&CS to help deal with a backlog of Russian diplomatic decrypts.
GC&CS had been formed after World War | from the naval effort
in the Admiralty and the military one at the War Office. When
Tiltman joined, it was located in Watergate House on the Thames
Embankment near Charing Cross. Its head, who would serve until
1945, was A. G. Denniston. His deputy was E. W. Travis, who
would replace Denniston as head of the Bletchley Park effort in
1942 and continue until 1952. Tiltman’s secondment was to have
lasted for two weeks. It resulted in a career change that lasted for
sixty years.

Tiltman quickly demonstrated a proficiency in dealing with
Russian ciphers, so the two-week assignment was extended at first
to a year during which time he slowly evolved from an interpreter
into a cryptanalyst. He worked under the direction and tutelage of
Ernst Fetterlein, an amazing story in his own right. Fetterlein had
been the chief cryptanalyst for the Russian tsarist government,
holding the ranks of both admiral and general. Following the
Bolshevik Revolution, he walked across the Finnish border and
made his way to Great Britain where he became a naturalized
British citizen and went to work for GC&CS.

In Tiltman, Fetterlein must have recognized a kindred spirit.
Tiltman later recalled that Fetterlein took him under his wing. He
became the only person (in an office of six or seven) the Russian
would actually take the time to train in cryptanalysis. Even then,
there was no formal training involved, just useful hints on how
to identify types of ciphers and attacks that would prove useful
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against them. It was all very much in the nature of on-the-job
training. In later years, Tiltman in a way repaid the debt he owed
his early mentor. In 1935 he recruited Ernst’s brother to work for
GC&CS, and also brought the brother’s son into the business.

Tiltman later described the Russian ciphers he dealt with as
low-grade simple columnar transposition systems with key that
changed with each message. In 1921 the Russians changed the
system and began using dinome substitution underneath the
transposition. Since they continued using the old keys, the system
broke fairly easily.

Then in March they introduced an entirely new system with
new keys, and some effort was required to break in. The British
were assisted by a lazy code clerk (not the last time Tiltman would
be able to use this advantage), who, in effect, defeated the system
by not using all the possible variants available to him. The system
was built so that each vowel could be substituted for by seven
different dinomes that would reduce the chance that repetitions
would reveal the frequency count cryptanalysts use to wedge
their way into a cipher. In one particular message, however, a
single word (the Russian dogovor, “treaty”) appeared multiple
times. Each time, the less-than-diligent clerk used the same vowel
dinomes rather than the variants. With that edge, Tiltman worked
out the cipher system.

His next lesson in the world of ciphers involved finding
the method used to determine the transposition keys so that
exploitation could become essentially routine. It soon became
clear that the keys were derived from lines of poetry, but it took
some time to uncover that the author was an obscure mid-
seventeenth century English poet. Tiltman then had to find the
book or anthology that was being used. Through resourceful
digging he found the book, an out-of-print edition of the poet’s
works held by the British Museum. That venerable institution then
invoked a strict interpretation of the law which forbade removal of
works it held to block the request of GC&CS to borrow the book
and copy it, questions of national security notwithstanding. It took
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the personal intervention of the director of GC&CS to convince
the British Museum to allow a one-shilling book (a shilling being
1720t of a British pound and worth at that time about 50 cents in
U.S. currency) to be borrowed, even though this was “breaking the
law of the land.”

Tour in India

Then, in September 1921, Tiltman was assigned to the General
Staff of British Indian Army Headquarters in Simla, India, to
replace the officer in charge, one Colonel Jeffery. The original
intent had been to post Tiltman as the assistant military attaché
in Meshed, Iran, where an effort was already under way to
exploit Russian ciphers. This posting would have involved mostly
translation work. The British powers-that-be realized that this
would be a waste of the cryptanalytic talents Tiltman was already
demonstrating. So plans were altered, he went to Simla, and the
Meshed project was dropped. He was to remain in this position
as an army captain until 1925. Following the first of what would
prove to be numerous retirements, he continued doing the same
job as a War Office civil servant (with the title “Signal Computor”)
until 1929.

In his new posting, Tiltman had to overcome unexpected
opposition. The original intent had been that he would replace
Colonel Jeffery since that officer had opted to retire rather than
face a mandatory posting to the regiment he nominally belonged
to, but in which he had never actually served. While Tiltman was
en route to Simla, Jeffery changed his mind and opted to remain
in the service. His decision was made easy since the British Army
elected to allow him to remain in his job at Simla and not force a
return to his regiment (one can imagine that the regiment itself felt
some relief with this change of heart since it would have been put
in the position of receiving a senior officer who knew nothing of its
traditions and practices). When Tiltman arrived, tension between
the two was almost instinctive.



Jeffery had begun his career by spending three years in China,
“gone native” as the British used to put it. He traveled extensively
throughout the country becoming, in the process, a first-rate
Chinese linguist and scholar. He was then posted to South Africa
and placed in charge of Chinese coolies working in the mines
there. In 1912 he landed in India on the intelligence staff. There,
without any formal training, he built up a library on Chinese codes.
Having worked for years in isolation on the Chinese problem, he
believed he had essentially invented the process of breaking into
Chinese systems on his own. Into his world now stepped Tiltman,
who later admitted that his own brashness and conceit did nothing
to smooth the transition. Jeffery left for a year’s leave with the two
barely on speaking terms. The situation did not improve upon
his return in 1922, and friction between the old hand and the new
“upstart” threatened to disrupt the entire mission. Tiltman learned
to keep his distance, a task made easier since his work involved
Russian intercept. Jeffery preferred to continue working Chinese
systems, and adamantly refused to learn Russian.

Over the next several years, the two learned to overcome
their initial differences and developed a respect for each other’s
professional skills. Jeffery would eventually be forced into
retirement in 1935, suffering from double cataracts. With tensions
mounting in Europe in 1938, his skills were needed, and it was
Tiltman who persuaded him to return to service, this time with
Tiltman as senior, in spite of misgivings on Jeffery’s part that his
recently repaired eyesight (he had had the cataracts surgically
removed by 1938) might suffer from the strain of cryptologic
work. It is a tribute to both men that they had overcome whatever
differences plagued their initial relationship to the point where
they liked and respected each other enough to put their skills to
work for the greater good.

During the assignment in Simla, Tiltman sharpened the skills
that would make him one of Britain’s premier cryptanalysts.
The job was to gather and analyze Russian diplomatic messages
being sent between Moscow, Tashkent, and Kabul. Given the
small size of the British effort (never more than five individuals
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in the 1920s), Tiltman became involved in all aspects of the
problem. This included directing the intercept, encouraging the
intercept operators at various collection sites on the Northwest
Frontier, performing rudimentary traffic analysis, diagnosing the
cipher systems (which frequently changed), stripping the long
additive keys, recovering the underlying code books, translating
the messages, and then arguing the significance of the messages
with the Intelligence Branch. In addition, he wrote not only
reports on individual events, but also summary reports. In short,
circumstances led him to become proficient in virtually every
aspect of the SIGINT business.

In later life, he insisted that this broad-based background was
key to his further development, and gave him a deep appreciation
for all aspects of the cryptologic problem. Though he came to
recognize that modern specialization had its place, and made
experiences such as his virtually impossible to replicate, he felt
that younger generations of cryptanalysts could only suffer a loss
of proficiency as a result.

Throughout this period, the Russians continually upgraded the
ciphersystemstheywere using,becomingincreasinglysophisticated
in their use of additives. The British, led by Tiltman, were able to
keep up with the changes until 1928 when the Soviets introduced
one-time pads, and their systems became essentially unreadable.
He later recalled a couple of memorable incidents stemming from
his successful efforts. In 1925 the British were facing another in a
never-ending series of incidents along the Northwest Frontier, this
time in Waziristan (located on the present-day border between
Pakistan and Afghanistan), and mounted an expedition to deal
with the problem. This prompted a message from the Soviet
ambassador in Afghanistan to Moscow asking for instructions. The
message was translated (and forwarded to British authorities in
India) as asking what the Soviets contemplated doing “with a view
to the occupation of Waziristan.”

The implication that the Soviets might intend to send troops
into an area the British considered their own raised the collective
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blood pressure in New Delhi and Simla. Fortunately those in charge
realized the logistical impossibilities involved in moving forces
rapidly over the Hindu Kush (the mountain range that effectively
separates Afghanistan from Pakistan), and asked that the message
be rechecked. That task fell to Tiltman, whose language skills
were admittedly inferior to those of the original translator, but
whose attention to detail and standards of accuracy were infinitely
greater. He quickly recognized that the proper translation was
“in view of the occupation of Waziristan.” In other words, the
ambassador wanted to know how Moscow wished him to react to
the British occupation. Blood pressures returned to normal, and
Tiltman now had an extra job, that of checking and correcting all
Russian translations coming out of the effort in Simla.

The second incident involved a lost opportunity. The British
learned that the Soviets had two cipher clerks in Kabul, Kotlov
and Serafimovich. Because of recurring accuracy problems the
Soviets experienced with the two, an order came down from
Moscow insisting that all messages be signed in cipher by the
clerk responsible for enciphering and sending the message. This
provided Tiltman with a very useful crib for breaking into the
ciphers used. Eventually, however, a message was intercepted
instructing Serafimovich to return to Moscow since his papers
were not in order. In the Soviet Union of 1926, there could be only
one outcome of such a summons, and Serafimovich was well aware
of what it would be. He fled at once to the British embassy, but
was promptly ejected. Tiltman notes that he was never heard from
again. Tiltman lost a useful message string that he had been using
to break into Russian messages. The British lost the opportunity
of debriefing an individual who had intimate knowledge of the
various ciphers in use by the Soviets.

As if his various responsibilities on the SIGINT side of the
business were not enough, Tiltman was also charged with creating
practical ciphers for British use. He created a system that he
believed was secure, improving on systems already in use. Typical
of the man, however, was his continued study of the problem and
eventual recognition that he had built flaws into his system which
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could be exploited. He used this lesson for two purposes. First,
it allowed him to strengthen future systems he would be called
on to create. He often pointed out that during the years when he
was asked to create ciphers, no organized process existed to test
the strength of any system before it was put into use. Only the
diligence of the maker and his determination to follow up on his
creation made the difference between a cipher that was vulnerable
to exploitation and one whose weaknesses could be recognized and
fixed.

The second advantage he gained was that he was able to use
the knowledge he acquired to attack similar systems built by
adversaries. He maintained that sloppy thinking would reveal
itself faster in the development of ciphers than in just about any
other field. Because of that, he found the practice of building
ciphers to be useful in training the imagination for the diagnosis
of complicated problems. One of his fundamental beliefs was that
the livelihood of a cryptanalyst depends almost entirely on the
overingenuity of the designers of foreign ciphers.

Creation of the Military Section, GC&CS

In 1930 Tiltman was called back to Britain to set up the
Military Section of GC&CS. The effort started with two permanent
staff including Tiltman, and three trainee regular officers who
were seconded to GC&CS for tours ranging from three to four
years generally before deployment to the main Army Middle East
station, at Sarafand in Palestine. Eventually, clerical support came
in the form of the wives of the officers assigned to the section.
While it was hoped that this would be a temporary solution, the
help turned out to be more transitory than expected. The assistance
of most of the wives lasted only a few months. A notable exception
was Tiltman’s own wife, Tempe, who stayed on until 1939.

The War Office had pushed to have this section created with
the intent that it would concentrate its efforts on working against
military ciphers. Due to limited collection resources, and the
state of European relationships in the early 1930s, there was an
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extremely limited amount of military-related intercept available
for use (to include training), so Tiltman resorted to gathering
traffic that the other sections in GC&CS had either no time for
or no interest in. This insistence on working whatever material
was available, even if it had nothing to do with the military, led to
some difficulties with the War Office. He pushed ahead, able to see
that having cryptanalysts experienced at working with high-grade
cipher systems would prove beneficial in the future. He would just
have to allow the passage of time to convince those in the War
Office who disagreed with the logic of his arguments.

As a result, he spent a good deal of time from 1931 to 1935
working Comintern (the Communist International, an organization
established by Moscow to control worldwide communist parties)
traffic. The network his section was interested in was centered in
Berlin, with links to London, Paris, Amsterdam, Vienna, Rome,
and some locations in the Far East. They also exploited a related
Moscow-to-Berlin link. The network used a codebook plus novels
to generate running key for encipherment purposes. So once
again, as at the beginning of his cryptologic career, Tiltman found
himself in the hunt for obscure literary works. His group found
that the books used were primarily in German, though the London
link used English language novels and collections of poetry.

Eventually, through many trips to book dealers and libraries
in London, Berlin, Amsterdam, and other European cities, Tiltman
tracked down the various books used by the London link and
several used by the others in the network as well. He noted that
one particular problem he encountered on more than one occasion
involved a difference in editions. He and his group kept assuming
that the books used in London would be British editions. It turned
out that in some instances the Comintern agents opted to use
American editions. These generally had different pagination and
even, in the case of poetry collections, contained different poems.

Hiswork paid off, however, asit provided insightinto Comintern
efforts (or at least wishful thoughts, as very little subversion was
ever actually proven) aimed at subverting members of the British
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armed forces. Efforts were made, successfully in the final analysis,
to locate the British end of these transmissions. The effort was
hindered by the fairly primitive direction finding equipment
available at the time. Nonetheless, A.G. Denniston, head of GC&CS,
considered this effort to be his organization’s most successful
operation of the 1930s.

His work on this problem led to his initial contacts with the
French, and here he gave a preview of the skills that would later
serve him so well in establishing a close working relationship
with the Americans. He was sent to Paris to discuss mutual
exploitation of Russian ciphers, but was instructed to avoid giving
away anything the British had learned about Russian use of long
additive streams or one-time pads. As he and the leader of the
French contingent, Gustave Bertrand, were about to begin the
ritual dance to determine who knew what, Bertrand immediately
indicated that he knew where British sensitivities lay. He handed
Tiltman a paper that contained exactly what the French knew,
setting aside any qualms Tiltman’s instructions may have caused.
Tiltman responded to this openness in kind, and a relationship was
established that served the British well throughout the decade as
both countries grappled with matters of more immediate concern
than Russian Comintern intrigues. The cooperation established in
this exchange led to frank exchanges in dealing with the German
Enigma machine.

The work done against the Comintern network, as indeed all of
the cryptologic work done through the 1930s and in later years by
Tiltman, was done by hand, with virtually no machine assistance.
Tiltman remembered that in 1931-32 he had been asked by
Denniston to visit the British Tabulating Machinery Company
(BTM, the British licensee for IBM) to investigate the work they
were doing on machines that might have a cryptologic application,
especially in the field of sorting large volumes of data. He was
singularly unimpressed, largely because the machines were so
primitive that he could outperform them. He later admitted that
this caused him to fail to recognize their potential, and to dismiss
them. In his view, GC&CS delayed beginning to work with and
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influence the development of machines that would eventually lead
to the computer age until the issue was forced on it at the beginning
of World War Il. This probably represents an oversimplification
on his part, as other sections of GC&CS, and Tiltman himself,
worked closely with BTM and others, setting the stage for its great
successes against German machine systems during the war.

As the 1930s progressed, the international scene shifted to one
that was more threatening. The decade began with Britain facing an
impoverished and disarmed Germany while being allied with the
continent’s dominant military force, France, as well as with Italy, at
least nominally. The Soviet Union, while posing a rhetorical threat,
was in the throes of a series of domestic turmoils that included
collectivization, rapid industrialization, and seemingly endless
internecine purges. These effectively rendered her, temporarily
at least, a nonfactor in European power politics. In the Far East,
Japan’s expansionistic tendencies had not yet taken on an overt
aggressiveness outside of Manchuria. The presence of elements of
the British fleet in the region appeared to have that situation well
under control.

By mid-decade, however, the situation had changed
dramatically. Germany was in the control of the rabidly nationalistic
National Socialist (Nazi) party, and had embarked on aggressive
rearmament, denouncing the treaty system that had ended World
War I. Italy had begun a policy of expansion into areas that
threatened British communication with essential parts of her
empire. Japanese expansive ambitions in the Pacific could no
longer be disguised or complacently ignored. France still appeared
to be the dominant military force in Europe, but her position was
being increasing undermined by economic depression and internal
political turmoil.

What this meant for Tiltman and his Military Section at GC&CS
was that there was no longer a dearth of material with which to
work, although the communications practices of the German
forces meant that British interception of messages enciphered
using the version of the Enigma machine adopted by the German
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General Staff was limited. Tiltman conducted some investigations,
solving the indicator system used by the Germans, but (unlike the
Polish cryptanalysts led by Marian Rejewski) neither he nor his
colleagues successfully attacked the machine itself. The British
enjoyed some success against a less complicated variant of the
Enigma used by Italian and Fascist forces during the Spanish
Civil War. The major player in this effort was Alfred Dillwyn
(“Dilly”) Knox. Tiltman himself meanwhile began to concentrate
on Japanese systems. There was still a general lack of German
traffic, and Italian systems were handled by others in his section. It
was, in fact, Italian military action, in Ethiopia (Abyssinia) in 1935,
that led to the first expansion of the section with the addition of
three officers, one an Italian linguist.

With others in his section dealing with the Italian problem,
Tiltman was left free to concentrate on Japanese systems,
particularly those used by Japanese military attachés. In 1933
he solved a system the attachés had been using since 1927. To do
this, he had to teach himself the rudiments of Japanese on the fly,
as it were. His success ran him head on into a prejudice he would
reencounter during World War I1. Prior to his breakthrough, the
problem had been in the hands of two classically educated retired
career diplomats who had served in Japan as consuls general
and who knew the language. They had some degree of difficulty
accepting that Tiltman, a self-taught linguistic amateur who had
never set foot in Japan, could succeed where they had failed.

Tiltman moved on to work other Japanese military systems,
concentrating on army traffic which was being provided by British
sites in Hong Kong. His innate skills were complemented by
Japanese misuse of their systems, and this enabled him to break
first the indicating system in use and then the additive systems used
to encipher the underlying code. By 1937 he believed that he had
made enough progress in the system that it could be handed over
to others to work. Particularly, he wanted the Far East Combined
Bureau (the British joint service codebreaking and intelligence
center, then in Hong Kong) to take up the work since they were
closer to the immediate customer of the resulting product. The
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Japanese practice of changing the substitution tables that were
the heart of their system every six to nine months coupled with
the inexperience and lack of confidence of the individuals in Hong
Kong frustrated his plans for the moment.

Not every venture of his at this time was an unqualified
success. Years later he enjoyed telling the story of how in 1935
he spent weeks working on what he thought was a batch of
Japanese military intercepts forwarded by Hong Kong. He quickly
established that he was working on unenciphered code, and
began to break out the groups that stood for numbers. He found it
curious that the numerical order of the code groups followed the
stroke order in which the corresponding Chinese characters were
written. He was hard at work, and quite a ways along, feeling good
about his progress, when a friend who was a Chinese interpreter at
the War Office looked at what he had and told him that he had just
“broken” the publicly available Chinese Standard Telegraph Code
(the telegraphic code used to render Chinese ideograms into text
that could be sent over the “wires”). The experience was not lost
on him, as we shall see.

On a more serious note, Tiltman continued his work against
Japanese systems, moving to naval cipher systems in 1939. In
that year he broke the additive system used by the latest Japanese
Navy system, which would come to be designated JN-25 by the
Western allies. This enabled him to begin stripping the cipher
from the underlying code groups. Recovery of those code groups
was then necessary before the actual messages could be read, and
that process, as we shall see, was equally daunting. He credited his
success to similarities between the naval additive system and the
military ones which he had been successfully exploiting for several
years.

A historical aside is called for at this point. Students of
American cryptology are well aware that U.S. Navy cryptologists
of OP-20-G were also independently working on Japanese naval
codes and ciphers. Their effort suffered from extremely limited
resources and was marked by hesitant success up to and through
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the Japanese attack on Pearl Harbor. Reading the JN-25 code
would have provided invaluable insight into Japanese naval plans
for that attack, just as it provided the key intelligence that enabled
the U.S. Navy to plan its successful ambush of the Japanese
Imperial Fleet at Midway in 1942.

Tiltman’s breakthrough against JN-25 in 1939 should not be
seen as food for the conspiracy theorists, who believe, among other
things, that Britain had foreknowledge of the Pearl Harbor attack
which was withheld so as to draw the U.S. into the fight. Breaking
through the additive system used for encipherment (Tiltman’s
accomplishment, achieved independently by U.S. cryptanalysts
as well) was just the first step needed for full exploitation of the
information contained in Japanese naval messages. The underlying
codebook then had to be recovered, a tedious and painstaking
process where the progress of months of work could be and was
undone in an instant by changing the book. Work could also be
set back by changing the additive keybook used to encipher the
code. The Japanese Navy was appropriately security conscious and
changed its codebooks and its additive keys periodically (the actual
codebook was revised once, the additive book six times between
the time JN-25 was introduced and Pearl Harbor). This forced
U.S. and British analysts to start from zero when the codebook
was changed and set them back, though not as severely, each time
the additive book was changed. Neither of the soon-to-be Anglo-
Saxon allies had made sufficient progress into the codebook in use
in late 1941 to predict the attack on Pearl Harbor (l